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1? 1?
????
1.1 ????
?????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
????????????????????????????????????????
CRT-RSA ?? [2] ????????? RSA[11] ??????????????????
???????????????????????????????????????????
???????????????Sliding Window????????????Sliding Window
??????? w??????????????? 2???S??????M???????
??????????????2 ??????????????????????????
SM????????????????????????????????????????
???????? [5]?????? [6]????????????Sliding Window??? 2?
?????????????????????????????????? SM??????
????????????????????
1.2 ????
2017??Bernstein? [1]? Flush+Reload[13, 14]????SM????????????
?????????Flush+Reload??????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
???????? SM?????????????Bernstein?? SM??????????
???????????????????????????????Heninger-Shacham??
???? [4]????????????????
Heninger-Shacham ???????????????????????????????
2 ? 1 ? ????
??????????????????????????????????????????
????????????? 1?????? 0???????1/2????????????
????????????????????? 1/2???? 1? 0????????????
????????
1.3 ????
Bernstein????????????????????????????????????
????????????????????????? Bernstein?? 25%?? 29%???
????
??????????????????????????? 0?????????????
SM????????????????????????????????????????
????????????????? 1/2? 1? 0??????????????????
???????
????????? 1??????? 1??????????Heninger-Shacham????
????????????1?????????????????????????????
??????????????????????????w = 4?90%???? 1?????
?? 1????????????????? 29%?? 54%???????
1.4 ??????
????????2??????????? RSA? CRT-RSA????????????
? Sliding Window?????????????????3???????????????
?? Bernstein ? [1] ???????????????Heninger-Shacham ?????? [4]
??????4???????????????????????????????????
????????????????????????
3? 2?
????
??????????????????Sliding Window???????????????
?????
2.1 ?????
??? A???? B???????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????????
???????????????
?????????????????????????????????????????
??????????????????????????????????????????
???????????????????
???????????????????? RSA??? CRT-RSA??????????
?? CRT-RSA?????????????????
2.1.1 RSA??
RSA ??? 1978 ????????????????????????????????
?????????????????????? p ? q ??????????? N = pq ?
??????????????????????????????? N ????????p
? q ????????????????????????????????????????
????????????????? RSA ????????????????RSA ???
SSL/TLS?????????????????????????? 2048????????
??????????????RSA??????????????
???????????? p ? q ???????N ? N = pq ????????e, d ∈
4 ? 2 ? ????
Z∗(p−1)(q−1) ? ed ≡ 1 mod (p − 1)(q − 1) ?????????????? (N, e)?????
(p, q, d)????
??????m???????? c = me mod N ??????
?????m = cd mod N ??????
2.1.2 CRT-RSA??
CRT-RSA??? RSA??????????????????? dp, dq ????????
??????dp := d mod p − 1?dq := d mod q − 1?qp = q−1 mod p?????????
(N, e)????? (p, q, d, dp, dq, qp)????CRT-RSA????????? RSA?????
????????
m1 = c
dp mod p?m2 = cdq mod q ??????m = m1 mod p?m = m2 mod q ??
? m??????????????????????CRT-RSA????????????
Algorithm 1???????
Algorithm 1 CRT-RSA?????
Input: ??? c ∈ ZN???? (N, e) ∈ N× ZN???? (p, q, d, dp, dq, qp)
Output: ??m ∈ ZN
m1 = c
dp mod p?m2 = cdq mod q
h = (m1 −m2)qp mod p
m = m2 + qh
return m
?????e ????????????? 216 + 1 ???????????????
k, kp, kq ∈ Z?????????????
N = pq (2.1)
ed = 1 + k(p− 1)(q − 1) (2.2)
edp = 1 + kp(p− 1) (2.3)
edq = 1 + kq(q − 1) (2.4)
2.2 Sliding Window?
Sliding Window???????? bd mod N ??????????????????RSA
????????? [9]???????????????CRT-RSA???????????
????????????????????????????????????? windowed
form?????????????Windowed form???????w?????? 2w ???
??????? w ???????????????????????????? 2????
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???????????????????? windowed form ??????????????
Sliding Window??????????
2.2.1 Windowed Form
Windowed form????????Left-to-Right? Right-to-Left???????????
????????????????
???Left-to-right????????????????????????????????
?????????????????????????????? 0??????0????
???????????????? 0?????????? 2w ?????????????
???????????????????????????0??????????????
???????????????
w = 3???d = 185???????????d??????????10111001?????
????? 3???? 101??????005?????????110???????????
????? 0????0???????? 11??? 03?????????00????? 1
???????????5??? 0????? 101 11 00 1 → 503001????
???????Right-to-Left????????????????????????????
??????????????????????????????????????????
? 0?????????????? 0?????????????Left-to-Right??????
???????????????0???????????????????????????
??????d = 185, w = 3??????? 001??????001?????? 111????
??007?????????0????? 1?????????? 1 0 111 001 → 10007001
????
2.2.2 Left-to-Right?????? Sliding Window?
???? Left-to-Right?????? Sliding Window??????????
b???d??????N ?????????w????????? w = 4?w = 5???
?????????????? d? windowed form(di · · · d1)?????????? b?b3?
b5?b7 · · ·?b2w−1 (mod N)???????????????d? windowed form????
??????????????di ? 0????2???????di ? 0??????2???
??????????????????????????????????????????
??Algorithm 2????
Algorithm 2? 14? 15??? Squaring?Multiplication??????????????
?????? S?M??????????????? SM???????????????
???d? windowed form ? 503001??????d? SM???? SMSSMSSSM????
6 ? 2 ? ????
Algorithm 2 Sliding Window? [8]
Input: ?? p, b? d????????? (dndn−1 · · · d1)
Output: a ≡ bd(modp)?
1?procedure MOD EXP(b, d, p)
2?b1 = b?b2 = b2?a = 1?z = 0
3?for i = 1 to 2w−1 − 1 do
4?b2i+1 = b2i−1 · b2 mod p
5?i = n
6?while i ̸= 1 do
7?z = z+COUNT LEADING ZEROS(di · · · d1)
8?i = i− z
9?l =min(i, w)
10? u = di · · · di−l+1
11? t =COUNT TRAILING ZEROS(u)
12? u =SHIFT RIGHT(u, t)
13? for j = 1 to z + l − t do
14? a = a2 mod p
15? a = a · bu mod p
16? i = i− l
17? z = t
18?return a
19?end procedure
2.3 ?????????
2.3.1 ??
?????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
????????????????????????????????????? [3]???
? [6]????? [5]????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????
2.3 ????????? 7
2.3.2 Flush+Reload
?????????? Bernstein? [1]???? Flush+Reload[13, 14]??? CRT-RSA
???? SM???????????????Flush+Reload??????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????????
?????????????Flush+Reload???? CPU?????????? L3???
????????????????????????? SM?????????????
8? 3?
????
3.1 Bernstein??????????
2017??Bernstein?? dp, dq ? SM??????1024-bit RSA???????????
????????????????????????? SM???????????????
????????????????????? Heninger-Shacham?????? [4]????
???????1024-bit RSA?????????????????????Bernstein???
?????????????????????????????????
3.1.1 ???????????
Bernstein?????? SM????? 2???????????????4??????
?????x ? 0 ? 1 ?????????????????????????????xi ?
???? x???? i?????????????2??????????? 2??????
???2??????????????????????????????????????
???????????????????????
• ???? SM→x?S→ x
SM????????????S? 2???????????
• Rule 0?x→ 1
???????1????
• Rule 1?1xi1xw−i−1→ 1xi10w−i−1 (0 ≤ i < w − 1)
?????????????????? w ??????????????w ????
????????????????????????? w − i− 1?????? 0??
????
• Rule 2?xxw−211→ 1xw−211
???????????????????????????????????????
1????
• Rule 3?1xixw−11→ 10ixw−11
3.1 Bernstein ?????????? 9
??????????????????????????? 0??????
w = 4???????SMSSSSSSMSSSMSSSSSMSMSSSSSSMSSSSSSM?????
????xxxxxxxxxxxxxxxxxxxxxxxxxxxx
Rule 0?1xxxxx1xx1xxxx11xxxxx1xxxxx1
Rule 1?1xxxxx1xx10xxx11000xx1xxxxx1
Rule 2?1xxxxx1xx101xx11000xx1xxxxx1
Rule 3?100xxx1xx101xx11000xx100xxx1
????
Sliding Window?????????? Rule 0?3??????????????????
??????????????????????????
• Rule 0?x→ 1
?????????????????? 0?????????1????
• Rule 1?1xi1xw−i−1→ 1xi10w−i−1 (0 ≤ i < w − 1)
??? 1??????????????????xi1xw−i−1 ? w ?????????
????????2 ??? 1 ???????????? 0 ????????????
?????? 0????
• Rule 2?xxw−211→ 1xw−211
???????????????????????????????????????
??? 1 ???????????? 0 ?????????????????????
????????????????????????????????
• Rule 3?1xixw−11→ 10ixw−11
Sliding Window?????????????? 0 ????????????????
?????????????? 0????
3.1.2 ?????????
???????????????w = 4 ??? 1,000,000 ??????????????
?????1024-bit RSA? dp, dq ? Left-to-Right?????????? 251??? (49%)
???????w = 5 ????2048-bit RSA ???????? 425 ??? (41.5%) ???
????Right-to-Left??????????? 204??? (40%)??????Left-to-right
??? right-to-left??????????????????????Right-to-left?????
???? windowed form???????????????? w − 1? 0?????????
Left-to-Right?????windowed form?????????? 0????????????
0? w − 2?????????Right-to-Left????????????????????dp,
dq ? 50%?????????????Heninger-Shacham?????? [4]???????
????????????????? [10, 7]?
10 ? 3 ? ????
????Bernstein ?? w = 4 ? w = 5 ???Heninger-Shacham ?????? [4] ??
????????????????????????????????
w = 4????????
????????1024-bit RSA???????????? 500,000??????????
?? 1,000,000???????????????????????????????????
??Rule 0-3???????? 251??? (49%)???????50%??????????
????????? 32%?????????Heninger-Shacham????????????
???????????????? 28%?????
w = 5????????
2048-bit RSA???????????? 500,000??????Rule 0-3????????
41%????????????????????????????????????????
????? 41%??? 50%??????????????
3.2 Heninger-Shacham??????
Heninger-Shacham????????????????????????????????
??????????????????????????????????????????
??????????? x??????? xn−1xn−2 · · ·x0 ?????x? i???????
x[i] = xi(0 ≤ i ≤ n − 1)???????τ(x)? 2M |x??????M ∈ Z???????
???
Slice[i] = (p[i], q[i], d[i+ τ(k)], dp[i+ τ(kp)], dq[i+ τ(kq)])
????????????????????????????Slice[0]??????????
???Slice[i− 1]?? Slice[i]????????????????????????????
?????????????????
3.2.1 ????
??????????? Slice[0]?????(τ(k), τ(kp), τ(kq))????????(k, kp, kq)
????????????(k, kp, kq)????????
???? (2.2)???k ????????????
0 < k <
ed
(p− 1)(q − 1) < e
k ?????????? e− 1 = 216 ?????
???? (2.3)?? (2.4)???kp, kq ????????????
0 < kp <
edp
p− 1 < e
0 < kq <
edq
q − 1 < e
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???kp, kq ? 0 < kp < e, 0 < kq < e??????????
???? (2.1)?(2.2)?(2.3)?(2.4)???? mod e?????
N ≡ pq mod e (3.1)
0 ≡ 1 + k(p− 1)(q − 1) mod e (3.2)
0 ≡ 1 + kp(p− 1) mod e (3.3)
0 ≡ 1 + kq(q − 1) mod e (3.4)
????? (3.2)???? kpkq ??????
0 ≡ kpkq + kkp(p− 1)kq(q − 1) mod e
⇔ 0 ≡ kpkq + k mod e
⇔ k ≡ −kpkq mod e (3.5)
????? (3.5)?? (3.2)???????
0 ≡ 1 + k(N − p− q + 1) mod e
⇔ 0 ≡ 1 + k(N − 1)− k(p− 1)− k(q − 1) mod e
⇔ 0 ≡ 1 + k(N − 1) + kpkq(p− 1) + kpkq(q − 1) mod e
⇔ 0 ≡ 1 + k(N − 1)− kq − kp mod e
⇔ 0 ≡ kp + k(N − 1)kp − k2p − kpkq mod e
⇔ k2p − (k(N − 1) + 1)kp − k ≡ 0 mod e (3.6)
??????????kp ? kq ???????????????k ????????kp, kq ?
?????????????
x2 − (k(N − 1) + 1)x− k ≡ 0 mod e (3.7)
???????? (x1, x2) ∈ Ze×Ze ?????(kp, kq)? (x1, x2)???? (x2, x1)????
??? k ?????2??? (kp, kq)?????????(k, kp, kq)??? 2(e− 1)???
???2(e− 1)???????????????????????????????????
????????(k, kp, kq)???????????????
???Slice[0]????????p, q??????????p[0] = 1?q[0] = 1???????
(k, kp, kq)???????????????????
Slice[0] = (1, 1, d[τ(k)], dp[τ(kp)]?dq[τ(kq)])
?????d[τ(k)], dp[τ(kp)]?dq[τ(kq)])?????????????????
p, q????????????2|p−1?2|q−1??????????2τ(k)+2|k(p−1)(q−1)?
2τ(kp)+1|kp(p − 1)?2τ(kq)+1|kq(q − 1)????? (2.2)?(2.3)?(2.4)??????????
????????
12 ? 3 ? ????
ed ≡ 1 mod 2τ(k)+2 (3.8)
edp ≡ 1 mod 2τ(kp)+1 (3.9)
edq ≡ 1 mod 2τ(kq)+1 (3.10)
?????d = d[n − 1]2n−1 · · · d[τ(k) + 2]2τ(k)+2 + d[τ(k) + 1]2τ(k)+1 · · · d[0]20 ??
??? (3.8) ????d[i](0 ≤ i ≤ τ(k) + 1) ???????????? (3.9)?(3.10) ???
dp[i](0 ≤ i ≤ τ(kp))?dq[i](0 ≤ i ≤ τ(kq))???????
?????????? (k, kp, kq)?????Slice[0]???????
3.2.2 ???????
????????????????????????????????????? Slice[i−1]
?? Slice[i] ?????Slice[i − 1] ???????????????????? Slice[i] ?
25 = 32???????????????CRT-RSA???????????? Slice[i]? 2
?????????? Slice[i] ????????????????????????????
??????????????????????????????????????????
?? dp, dq ???????
?????Slice[i− 1]?? Slice[i]? 2?????????????Slice[i− 1]?????
???p, q? i?????????d? τ(k)+ i?????????dp ? τ(kp)+ i?????
????dq ? τ(kq)+ i?????????????????????????p′, q′, d′, d′p, d′q
????????????
p′ =
i−1∑
j=0
p[j]2j , q′ =
i−1∑
j=0
q[j]2j , d′ =
i+τ(k)−1∑
j=0
d[j]2j , d′p =
i+τ(kp)−1∑
j=0
dp[j]2
j , d′q =
i+τ(kq)−1∑
j=0
dq[j]2
j
??????? Hensel??? [12]???????????????
p[i] + q[i] ≡ (N − p′q′)[i] mod 2 (3.11)
d[i+ τ(k)] + p[i] + q[i] ≡ (k(N + 1) + 1− k(p′ + q′)− ed′)[i+ τ(k)] mod 2 (3.12)
dp[i+ τ(kp)] + p[i] ≡ (kp(p′ − 1) + 1− ed′p)[i+ τ(kp)] mod 2 (3.13)
dq[i+ τ(kq)] + q[i] ≡ (kq(q′ − 1) + 1− ed′q)[i+ τ(kq)] mod 2 (3.14)
? (3.12)?(3.13)?(3.14)?(3.15)?????????????????????????
????????????
p[i] + q[i] ≡ c1 mod 2 (3.15)
d[i+ τ(k)] + p[i] + q[i] ≡ c2 mod 2 (3.16)
dp[i+ τ(kp)] + p[i] ≡ c3 mod 2 (3.17)
dq[i+ τ(kq)] + q[i] ≡ c4 mod 2 (3.18)
3.2 Heninger-Shacham ?????? 13
????c1, c2, c3, c4 ? mod 2?????0? 1???????????Slice[i]?????
????????????????2????????
Slice[i−1]???????? a?????Slice[i+1]????? 2a?????? 2a???
?????????????????????? N ? n??????p, q, dp, dq ? n/2??
????????? ⌈n/2− 1⌉???????????????????????????
3.2.3 ??????
??????????????????????????????????? p, q ??
? N ?????????????????????Heninger-Shacham ???????
Algorithm 3????????????????????????????????????
? dp, dq ? [dp], [dq]????
Algorithm 3 Heninger-Shacham??????
Input: ??? (N, e)?[dp], [dq]
for k = 1 to k = e− 1
Slice[0]??????
for i = 1 to i = ⌈n/2− 1⌉
Slice[i− 1]???? Slice[i]????????
? Slice[i]? [dp], [dq]?????????????
???????????? pq = N ????????????????????
Output: ??? (p, q, d, dp, dq)
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? 4?
???????????
Bernstein???????Rule 0??Rule 3???????????????????Rule
2??????????????????????? Bernstein?????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????????
4.1 ????????
Bernstein ???????????????????????????????????
???? Rule 0?Rule 3 ???????????? Rule 0 ? Bernstein ????????
Rule 1?Rule 3? Algorithm 4?Algorithm 6??????
???????????x? 0? 1?????????????????????????
????xi ????? x ???? i ?????????????????? L ??????
??????? 1, 2, . . . , L?????????????x1,x2, . . . ,xL ??????????
???????????????1??? 1???????? m1?2??? 1??????
??m2?. . .??????????1???M ????
• ???? SM→x?S→ x
SM????????????S? 2???????????
• Rule 0?x→ 1
???????1????
• Rule 1?Algorithm 4????
• Rule 2?Algorithm 5????
• Rule 3?Algorithm 6????
????Rule 2 ????????????????????????????????
???
4.1 ???????? 15
Algorithm 4 Rule 1
Input: ???? (Rule 0??)
Output: ???? (Rule 1??)
m1 ???
if ??????????????????? j2?????xj21xw−1−j2 (1 ≤ j2 ≤ w−1)
?????
then xj21xw−1−j2 → xj210w−1−j2
for i = 1 to M − 1
mi ?mi+1 ???
if ?? j2 ?????10j1xj21xw−1−j2 (1 ≤ j2 ≤ w − 1)?????
then 10j1xj21xw−1−j2
→ 10j1xj210w−1−j2
end for
Algorithm 5 Rule 2
Input: ???? (Rule 1??)
Output: ???? (Rule 2??)
for i = L down to i = 1
if xi = 1
if xi ? 1?????? w − 1????
xw−1−j210j21 (1 ≤ j2 ≤ w − 1)?????
then xw−1−j210j21
→ 1xw−j2−110j21
i = i− w
elif xi = 1
if xi ? 1?????? w − 1????
xw−1−j210j21 (1 ≤ j2 ≤ w − 1)?????
then xj210w−1−j21
→ 1xj2−110w−1−j21
i = i− w
end for
16 ? 4 ? ???????????
Algorithm 6 Rule 3
Input: ???? (Rule 2??)
Output: ???? (Rule 3??)
1???? 1???????????????????
if ?? j2 ?????xj21??????????
then xj21→ 0j21
elif xj2+w−11
then xj2+w−11→ 0j2xw−11
for i = 1 to M − 1
if mi ??????? j2 ?????10j1xj21?????
then 10j1xj21→ 10j10j21
elif mi,mi+1 ?????10j1xj2+w−11
then 10j1xj2+w−11→ 10j10j2xw−11
end for
w = 4???????SMSSSSSSMSSSMSSSSSMSMSSSSSSMSSSSSSM?????
????xxxxxxxxxxxxxxxxxxxxxxxxxxxx
Rule 0?1xxxxx1xx1xxxx11xxxxx1xxxxx1
Rule 1?1xxxxx1xx10xxx11000xx10xxxx1
Rule 2?1xx1xx11x101xx11000xx10xxxx1
Rule 3?1001xx11x101xx11000xx100xxx1
????Bernstein??????? 2?????????????
?????????????????????????????????????????
???????????SM?????????????????????????????
??????????????????????????????????????????
????????????????????????????????????????? 1
??????
?? 1 ????? SM??????????????Rule 0-3? Rule 0?1?2?3????
????????????????????????????????
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4.2 ?????????
? 4.1. 1024-bit RSA?w = 4??????????????
? 4.1. ?????????????????
w Berstein????? ??????? ?
3 60.00% 60.80% 0.80%
4 49.44% 49.96% 0.51%
5 41.60% 41.84% 0.24%
6 36.07% 36.19% 0.12%
7 31.70% 31.76% 0.06%
Bernstein????????????????????????w? 3?? 7??????
????? w ?????2048-bit RSA???? 100?????????Bernstein????
???????????????????????????????????????? 4.1
??????
? 4.1 ?????????????????????????????????????
?????????????????????????????????????????
Bernstein????????????????????????? Rule 2????????.
w ???????Bernstein?????????????????????? Rule 2???
18 ? 4 ? ???????????
????????????w = 4???????????????????? 49.96%???
?????? 4.1?????????????????????
????dp, dq ? SM ?????????????????????1024-bit CRT-RSA
????????????? 100 ??????Bernstein ??????????????
1,000,000 ?????????????????????????????????????
??????dp, dq ????????????????? 50% ???????? 49% ??
?????????????? 29%?????????????????Bernstein????
??????? 100????????????????dp, dq ??????????????
??? 50%???????? 25%???????????????? 25%???????
???????????????????????? 25%?? 29%???????????
????????????????????? 50%???????????????
19
? 5?
????????????
5.1 Random Sampling??????
5.1.1 ???????
Bernstein??????????????????Heninger-Shacham?????????
?????????????????Heninger-Shacham????????????????
?????????????????????4?????? 1?????????????
???????????????????????????? 1 ????????????
???????????????????????????????????
????????? 1? 0?????????????????????????????
???????????????????SM?????????????????????
Random Sampling????????????
??????????? 1? 0???????????????????????????
????????????????w = 2?ssmssm??????????????????
????????? x1x1????????SM???????????????1101?1111?
0101??? 3??????????????? w ???????????????????
?????????????
5.1.2 ??????
?????SM??????????????????????????????????
???????????w = 4????????????????????????????
?????????????????????????SM???????????? Rule 0
????????1???M ????
?????????????????????????????????????????
????? w ?????????????????? w ????????????????
???????? 2??????
???????????????
20 ? 5 ? ????????????
• ??????? 1????
• 1????????? 0????
• ???????????????????
?????????????????????? 0????
?????w = 4????????1?????
1xx1 →1× 22 = 4??
1x10 →1× 2 = 2??
1100 →1??
1000→1??
??????
??????????? i???1?????1????????????????????
?????????????????? i + 1 ???1?????????????????
???????????????
• ????????????????????????????????????
• ?????????????????
• ?????????????
?????w = 4???????????? 1,2???1??1xx1x ??????????
??????????????1?????
1x10→2??
110→1??
10→1??
???????????????????
• ???????? 2 ???????? 1xx1??????????(1xx1)xx1x ???
????????????????????
– (1xx1)1x10→2??
– (1xx1)0110→1??
– (1xx1)0010→1??
??? 4??????(1xx1)→4??????16??? 16??????
• ???????? 2???????? 1x10??????(1x10)x1x????????
???????????????
– (1x10)110→1??
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– (1x10)010→1??
??? 2??????(1x10)→2??????4??? 4??????
• ???????? 2???????? 1100??????(1100)1x?????????
??????????????
– (1100)10→1??
??? 1??????(1100)→2??????1??? 1??????
• ???????? 2????????1000???????????????????
?????????????????????0??? 0??????
???????1???????
???????1?????????????? 0 ???????? k ? (k ≤ w) ???
???????????X1, X2, . . . , Xk ??????????????????????
Xi/
(∑k
j=1Xj
)
???????
????????? i???1???????????????????????????
? i ???1?????????????????? 0 ?????????k ? (k ≤ w) ?
?????????????X1, X2, . . . , Xk ??????????????????????
Xi/
(∑k
j=1Xj
)
???????
????????1???????
??? Random Sampling ????????????????????????????
???????
22 ? 5 ? ????????????
Algorithm 7 Random Sampling
Input?w?SM???
Output?SM?????????????
Step 1?????????
from ??????? to ???????
????????????????????????????????????
?????????????????
?????????????
Step 2???????????
from ??????? to ???????
?????????????????? 0 ???????????????
X1, X2, . . . , Xk ????
????? Xi/
(∑k
j=1Xj
)
???????
????????????
??????? 1????
1????????? 0????
???????????????????
??????????????????????????????????? 0 ?
???
5.2 ???????????? 23
5.1.3 ????? 0????????
????? 0?????????????2048-bit RSA???????w = 4?????
SM?? 10,000???????????????0?????????????? 5.1???
?? 5.1??????????????????????? 1/2???? 1? 0??????
???????0%?10%???? 0???????? 20??????????? 2%??
?????????70%?100%???? 0????????????????
? 5.1. 0?????????????????2048-bit RSA?w = 4?
???????????525????????????????????????????
????????????????525????????????????????????
?????????????????????????????????????????
??????????????? 485?????????????? 52.5%???????
??????????????
5.2 ????????????
????????????????????????1? 0??????????????
???????????????????????????? 0??????? 1?????
??????????????????????????????????????????
?? 1??????????????? 1???????????????????????
????????1???? 0???????????1????????????????
24 ? 5 ? ????????????
? 5.1. 0?????????????????2048-bit RSA?w = 4?
0????? ?????
0% 217
0%?10% 20
10%?20% 26
20%?30% 37
30%?40% 75
40%?50% 274
50%?60% 68
60%?70% 22
70%?80% 3
80%?90% 0
90%?100% 0
100% 279
???????? 1??????????????????????????????
5.2.1 ??????
?????????????????????????????????? SM?????4
???????????????????????SM???????Random Sampling?
???????????????0??????????????????? 1??????
?????????????????????????????1????????????
????????????????????Heninger-Shacham?????????????
??????????????????????Heninger-Shacham???????????
? CRT-RSA ?????????????1 ????????? 2 ???????????
???????4???????????????1111?????????????????
1??????????? 1110?1101?1011?0111?????????????????2
??????????? 1100?1001?1010?0011?0101?0110????
Random Sampling??????????0?????????????????????
?????????????????????
?? 1?
?????????? 1??????Step 4??????????????
?? 2?
?????????? 1???? 0??????? 1??????Step 6???????
???????
?? 3?
5.2 ???????????? 25
?????????? 2???? 0??????? 1??????Step 8???????
???????
26 ? 5 ? ????????????
Algorithm 8 ?????????????
Input?dp, dq ? SM????K?L????? P
Output?????? or ??
Step 1?4??????????????? SM??????
Step 2?Step 1??????? Random Sampling?K ????0?????? P
?????????
Step 3?Step 2??????????? 1???
Step 4?Step 3??????? Heninger-Shacham?????????
if ??????? L?????
?????
else ?????? (KEY1?KEY2?· · ·?KEYM )?????
if KEYi ? CRT-RSA????????
KEYi ???
else ?????
Step 5?Step 2????????????1?? 0?????? 1????
???? 0????????Step 5? Step 6???????????
Step 6?Step 5??????? Heninger-Shacham?????????
if ??????? L?????
?????
else ?????? (KEY1?KEY2?· · ·?KEYM )?????
if KEYi ? CRT-RSA????????
KEYi ???
else ?????
Step 7?Step 2????????????2?? 0?????? 1????
???? 0????????Step 7? Step 8???????????
Step 8?Step 7??????? Heninger-Shacham?????????
if ??????? L?????
?????
else ?????? (KEY1?KEY2?· · ·?KEYM )?????
if KEYi ? CRT-RSA????????
KEYi ???
else ?????
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5.2.2 ???????????
????????????1024-bit RSA ?????w = 4 ?????????????
??????10,000?? Random Sampling?????????????????????
? 1??? 2??? 3 ????????????????100 ????????????
L = 1, 000, 000??????????????
???? 5.2??????????
?? 1????????? =
???????????????? ×?? 1???????????
?? 2???????? =
???????????????? ×?? 2???????????
?? 3???????? =
???????????????? ×?? 3???????????
?????????
? 5.2. ?????????1024-bit RSA?w = 4?
???? 15% 12% 10% 7% 5% 0%
???????????????? 0.98 0.89 0.84 0.67 0.45 0.27
?? 1??????????? 0.15 0.27 0.35 0.63 0.83 1
?? 1????????? 0.15 0.23 0.29 0.42 0.41 0.27
?? 2??????????? 0.37 0.57 0.66 0.96 0.98 1
?? 2???????? 0.36 0.51 0.55 0.64 0.44 0.27
?? 3??????????? 0.61 0.81 0.92 0.99 1 1
?? 3???????? 0.60 0.72 0.77 0.66 0.45 0.27
? 5.3. ????????????1024-bit RSA?w = 4?
?????? ???????
Bernstein????? [1]? Heninger-Shacham?????? 25%
???????? Heninger-Shacham?????? 29%
???????????? 77%
????? 0%?????????????????????????Heninger-Shacham
??????????????????????????????????????????
??????????????????????????????????????????
????????????????????????
??????????????????????????
28 ? 5 ? ????????????
• ?? 1?7%??????0.42?
• ?? 2?1?????????7%??????0.64?
• ?? 3?2?????????10%??????0.77?
?? 1???????? +Heninger-Shacham???????? 13%??????? 2?
?? 1?? 22%??????? 3??? 2?? 13%??????Bernstein??????
Heninger-Shacham ??????????????? Heninger-Shacham ????????
????? 5.3???????????????????????????????????
??????????????????????????????????????? l??
????? 1?? Heninger-Shacham????????? 1??????1???????
??????Heninger-Shacham????????? l ??????2??????????
???Heninger-Shacham????????? l(l− 1)/2????????????????
l ????????????? 5.4???????????????????k ??????
??????????????????????????????????????????
??????????????? lCk ?????????????????????????
? 10%???????l?? 19????1 + 19 + 19× 18/2 = 191???? 191?????
????????191?????????????29%?? 77%????????????
? 5.4. ????????????
???? 15% 12% 10% 7% 5% 0%
l 30.92 22.78 18.78 12.34 8.53 0
29
? 6?
??
??????????????????Sliding Window??????????? SM??
??????????????????Bernstein?????? SM???????????
??????????????????4 ??????????????????????
?????? Bernstein ??????????????????????????????
??????????????????????????????Bernstein ??????
Heninger-Shacham ??????????????? Heninger-Shacham ????????
??????????????????w = 4?1024-bit RSA??????????? 100
????????????????????????? 25%??????? 29%?????
??????????????
?????????????????????????? 0 ? 1 ???????????
??????? SM ??????????????????????????? Random
Sampling????????????w = 4???2048-bit RSA????? SM??????
??????????????????????????????????????????
??????????????????????????????????????????
????0????????????????? 1?????????? Heninger-Shacham
????????????????1????????? 2???????????????
????????????????????????????? 77%??????????
???????????????????????
30
??
?????????????????????????????????????????
??????????????????????????????????????????
??????
31
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